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Sponsor Foreword 
Firstly, thank you for downloading this guide and for taking the time to  
explore risk management further. 

Risk management, along with many other areas of business travel, is 
changing rapidly. Advances in technology give businesses greater ability  
to track travellers and to connect with them even in the remotest of locations. 

However a good risk management policy needs to rely on more than just 
technology. At the core of any policy should be the traveller, their needs  
and requirements. Most importantly, a risk management policy should not  
be there solely to manage risk for the business but to instill confidence in  
the traveller too. 

We have been exploring this topic through our Hearts & Minds manifesto, 
looking at the relationship between the two. As this report touches on, a 
risk management strategy can sometimes feel like an insurance policy – 
something you’re obliged to have but may never actually use. 

Throughout this guide we urge you to look beyond the logistical, legal 
requirements of risk management and focus on the moral obligation you  
have to your travellers, as well as the confidence a well-managed policy  
can instill. 

With risk ratings increasing, incidents occurring in the most seemingly 
innocuous places, this is something which businesses cannot afford to  
ignore. It is at the fore of traveller’s minds and learning how to plan an 
efficient and effective policy can have many benefits for a business. 

We hope you find this guide an insightful way to either develop or create  
your risk management procedures and that you are fortunate enough  
never to have to use them.

Pat McDonagh, CEO, Clarity
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Introduction
We all know that change is the abiding characteristic 
of the times but the speed of the change is what 
leaves most of us speechless and travel managers 
spinning. In no aspect of travel management 
has change been more apparent than in risk 
management.

Most of us take airport screening for granted as part 
of the process of boarding a commercial aircraft but 
it was only introduced in response to a fashion for 
aircraft hijacking among political activists in the early 
1970s. Since then methods of political protest have 
widened and so too have the range of risks and 
responses as well as the parts of the world affected.

Nowhere is immune now from the threat of a 
political incident. But that is only one element of 
travel risk management. Organisations are legally 
responsible to protect the safety of their travellers 
and risk is inherent in everyday life.

Laws and customs vary from country to country 
as well as health risks, political stability and the 
potential for natural disasters. Moreover, for 
companies there are always the additional risks 
of the kidnapping of executives and industrial 
espionage and blackmail. The brand damage that 
can result from unfortunate publicity can be very 
expensive indeed.

Companies want to keep their travellers productive 
– that means keeping them healthy, well and safe. 
And that requires a strategy which will differ from 
organisation to organisation.
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1. Understanding your company
Every organisation has its own objectives, needs and culture and this can drive 
both its attitude to risk and its travel programme. Some of this is determined by the 
sector in which the company trades. For example, employees in the energy sector 
have long travelled to what others would call unfamiliar or higher risk destinations 
including oil rigs. On the other hand, those that work in pharmaceuticals tend to 
travel to Brussels, Switzerland and specific urban destinations in the US such as 
Boston, Seattle, Raleigh-Durham and Philadelphia.

The company travel profile is important but there are other risk markers:

The risk environment used to be heavily influenced by internal factors such as the 
nature of the company and its business and what kinds of executives it employed. 
For example, does your business attract free-thinkers who could become rogue 
travellers? However, Brexit is likely to mean the increasing need to forge links with 
new and distant markets while attacks in London, Paris, Manchester and Brussels 
have emphasised the fact that incidents can happen in familiar, oft-travelled 
destinations as often as new, exotic markets.

Does your business 
travel regularly 
to what might 
be described as 
‘unfamiliar’ markets?

Do you have a 
procedure in place  
to provide appropriate 
destination 
information and key 
contact information 
before travel?

Are your travellers 
aware of procedures 
in the event of any 
travel disruption for 
any reason?

Does your company 
have a plan in place 
to maximise traveller 
welfare and safety 
and minimise risk 
to the company’s 
reputation and 
business?
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2. Identifying and prioritising 
your objectives
Companies are organic beings which change 
in scope and character because of mergers, 
acquisitions, new clients, new products and  
new locations.

Like any strategy a risk assessment will need  
regular review but risk is unique in that external 
market factors will influence it at least as much  
as corporate objectives.

Just as with transient business travel there will be 
more than one internal customer. A risk management 
policy needs to satisfy the needs of both business 
travellers and the corporate. Travel managers  
might consider their different respective needs from  
a programme: 

 TRAVELLER HEALTH, SAFETY AND WELFARE

Travelling to some parts of the world still carries 
health risks as reactions to the Zika virus scare in 
Brazil coinciding with the 2016 Rio Olympics or to 
plague in Madagascar demonstrate. Some health 
risks can be obviated by inoculations before travel; 
others might mean restricting the area of travel.

There are also regions of the world that are riskier 
because of political or criminal activity. Every 
company will have to work out how to grade 
essential and non-essential travel and in what 
circumstances they will allow an executive to travel 
somewhere. Risk can come from political activity, 
civil unrest or natural disasters. Moreover, what is 
risky for one traveller might not be for another, for 
example one that is experienced in travel to that 
region or similar areas. Healthy and secure travellers 
are likely to be more productive workers.

 MINIMISING CORPORATE RISK 

A number of items come under this heading 
including avoiding charges of corporate 
manslaughter, preventing industrial espionage, 
brand protection and mitigating any expensive 
solutions such as ransom demands.

Brand protection should be high on any company’s 
list of priorities. Bad news can have severe 
negative effects of balance sheets. As the cases of 
companies such as Miramax and Ratners illustrate, 
years of hard work can be undone very quickly 
indeed. The value of some of the 21st century’s 
highest profile tech companies such as Yahoo have 
been severely dented by news of personal data 
breaches. 

Corporate manslaughter has largely been ignored 
because prosecutions have not taken place. 

Also some companies’ business means regular 
travel to parts of the world or locations or 
circumstances that are not natural to those working 
in other sectors. Those who work for humanitarian 
relief organisations or news outlets may regularly 
travel to areas that would be quite unusual for 
someone in professional services.
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3. Gather your data and 
evidence 
Before any investment you need to gather 
information and make an assessment.

Our instinct might be to say “what price a human 
life?” but in fact risk does carry quantifiable costs 
whether they be insurance policy fees or the cost  
of security services or access to medical assistance.

Factors to consider include employee numbers and 
profile (eg age), travel programme, company sector, 
riskiness of business.

4. Programme and product 
options – identifying your 
specific requirements
Once you have worked out your corporate objectives 
the programme specifics will follow. With your fellow 
internal stakeholders (see below) it then becomes 
time to work out a strategy and solution that is 
appropriate for the objectives and the budget. A 
bespoke internal security department or outsourced 
security company may not be necessary if travel 
is only domestic or to neighbouring short-haul 
destinations. If travel is sizeable to many emerging 
markets by executives unfamiliar with the nuances of 
the area these options should be considered.

If you opt to engage a specialist risk management 
provider one of the most important decisions will be 
whether you want the relationship to be directly with 
you or you want it managed by one of your other 
professional service providers. For example, smaller 
companies and those whose travel is only to very 
familiar destinations may feel that using their travel 
management company for their traveller protection 
and security needs is sufficient. Those that have 
a wide variety of travellers going to a number of 
emerging markets which may be politically unstable 
or with a high amount of criminal activity might need 

more input and consequently a direct relationship 
with a specialist security firm.

A travel management company has advantages 
emanating from it being able to hold data on all 
travellers that have booked their travel through the 
TMC. Also most TMCs will have a relationship with 
a security specialist so they will be able to provide 
information relevant to a client’s needs such as travel 
advisories to different destinations.

In addition to current information about any threats 
destination information should include intelligence 
about what is legal and not legal. For example, in 
some countries homosexuality and/or extramarital sex 
are illegal. 

In other countries entrapment or potential blackmail 
activity – such as honey traps for businessmen – 
can be quite common and should be explained fully 
before a less experienced traveller visits the country 
for the first time.

Some companies provide destination information 
to those travelling there for the first time. Some is 
overtly about security and what might be “don’ts” and 
“no-go areas” but general background knowledge 
about business customs and culture often adds to 
confidence and confidence enables traveller security.

A security specialist can give much more in-depth 
information and knowledge and even do things like 
train travellers on how to deal with threats to their 
personal safety or theft.

5. Find internal stakeholders 
and a senior sponsor
  INTERNAL STAKEHOLDERS

Many large companies, especially multinational 
companies with significant business in continents 
beyond North America and Europe, will have 
a dedicated security head or even a whole 
department. A representative should definitely 
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have a seat at any table which is discussing a travel 
security programme.

HR should also be represented both because of 
legal considerations and also for reasons of traveller 
security and how travellers should, if at all, be 
prioritised if necessary because of individual needs 
due to disability or physical conditions such as 
pregnancy or family responsibilities.

You may also want to ensure that every location or 
region is represented. A policy on travel to Nigeria 
might sound very different to an African resident 
than it does to a European.

 
  SENIOR SPONSORSHIP

No matter how good your ideas are, they will never 
be implemented and make a difference to the 
organisation unless you find a senior level sponsor. 
Without C-level support, no proposal, no matter how 
well researched and how well written has a chance 
of success.  Having the support of someone senior 
means that your ideas for change will be heard at 
board level.

Internal stakeholders and your senior sponsor will 
probably have different views on supplier partners, 
programmes and objectives but a business plan  
will ensure a unified vision and approach of how  
to get there.

6. Assemble the business case
Whatever combination of traveller and corporate 
objectives your programme includes, you are likely 
to have pre-travel, during travel and post-incident 
elements. Any plan should include a proposal for all 
elements which need to be costed.

  PRE (PREVENTION)

Information – Destination information should 
be available to all. Some companies make it 

compulsory for first-time visitors to a new destination 
to acquaint themselves with what they might 
expect including different laws (possibly affecting 
homosexuality, extra-marital sex or the use of 
recreational drugs) and punishments as well as 
business/cultural customs/norms in the destination 
and information on the likelihood of road accidents 
and health issues, which will be far more frequent 
than, say, terrorist attacks.

Policy – A risk policy is not just about travel to risky 
areas. It must include guidelines about what the 
process to determine if travel is permissible or not 
permissible and who ultimately has the right to 
approve the request to travel. 

Many policies will distinguish between essential 
and non-essential travel. This is important because 
it might determine culpability in the event that 
something does happen to the traveller.

A policy also needs to include guidelines on what 
process should be followed in the event of any 
disruption to plans whether that be caused by 
a health condition, a natural disaster, a political 
incident, etc.

Preparation – There might be some practical things 
that travellers have to address before setting out. 
Health protection may just be information; it might 
include a recommendation – or a requirement – 
for certain inoculations. It may even prevent some 
people – those that are pregnant, say, or who have 
pre-existing conditions – from travelling. 

Traveller education to increase awareness of 
potential dangers may also be on offer.

Some people may be offered travel emergency kits 
which can include a ‘grab bag’ for escape tools such 
as a satellite phone or a second passport.

  DURING

Traveller tracking is vital and now seen as part of 
travel management best practice but technology 
and developments in communications mean that this 
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everyone clear on their roles and chain of action in 
the event of an emergency or an incident?

Who will be doing what kind of communicating? 
Some companies make use of closed user groups 
such as Yammer or a Whatsapp group. Who will be 
contacting the travellers directly? A member of the 
traveller’s team or a representative of the TMC?

Does your company have its own security 
department? If so, does it solely manage the 
relationship with the external security company or 
do other internal stakeholders, such as travel, also 
get involved.

  SUPPLIER CHOICE AND MANAGEMENT

Internal stakeholders from more than one 
department or location will have an interest 
in a number of the external suppliers relevant 
to a security policy. Responsibility for supplier 
management will not end with the award of 
a contract – someone needs to keep up the 
monitoring and benchmarking and conduct regular 
reviews of what has been done and what is 
required.

8. Implementation: overcoming 
hurdles, consolidation and 
other issues 
Getting support for a risk management programme 
can sometimes be challenging because some 
companies see the expenditure as an unnecessary 
overhead which is unlikely to improve the bottom 
line. It is worth doing some “what if” exercises to 
demonstrate the cost that an incident might make 
to a company’s reputation or its bottom line in the 
absence of a risk management programme.

is no longer a one-way operation with the manager 
doing the tracking and sending out communications. 
In a mobile world push notifications have become 
common and travellers can turn on their location. 

Sending out information is done almost as fail-safe 
insurance rather than as a form of advising people 
as most travellers will have discovered anything 
from flight delays to natural disasters via social 
media or their own notices and news alerts before 
anything from the travel department or TMC can  
be issued.

  POST-INCIDENT

Every security policy must have a recovery plan 
including roles for team, how communications for 
travellers and families will be handled, process for 
repatriation. Remember that the team includes both 
outsourced resources such as from your TMC and/or 
security company as well as representatives of your 
internal stakeholders. Everyone should know who is 
expected to do what in the event of any incident that 
affects travellers.

Some functions are obvious, eg the TMC should 
certainly be the one doing the rebooking, but others 
less so. For example, who should communicate with 
a traveller’s family, eg the line manager or HR?

7. Devise an implementation 
plan and timetable
After the internal stakeholders agree a new security 
policy you have to work out an implementation plan. 
Remember that risk management plans are likely 
to have elements that are unlikely to be used but, if 
needed, would be badly needed such as a business 
continuity plan or an evacuation plan.

If you are using a TMC for your risk management, 
how is the relationship between the TMC and its 
security partner being managed? Is there a lead 
partner with whom to communicate or will the 
corporate be communicating directly with both? Is 
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9. The role of communication, 
training and support
It is no good introducing a new TMC and any 
new tools to an organisation if it is not adequately 
communicated to those who need to know. 
All business travellers – and those involved in 
supporting business travellers – need to know the 
policy, relevant tools and support and understand 
what is expected of them.

Devising a communications strategy to take account 
of all relevant channels, interested parties and 
different kinds of content – eg support for bookers, 
policy information and security support for travellers, 
etc – is vital.

10. Ongoing management
Responsibility doesn’t end with the engagement 
of an external resource or the appointment of an 
internal stakeholders’ committee. People need 
to know what their ongoing responsibility is in 
the management of both the programme and the 
external resources.

  A CATEGORY MANAGEMENT

Someone with the seniority to purchase the 
services of or engage others should have prime 
responsibility for the ongoing management of the 
contract and its review.

Regularly scheduled de-briefs and benchmarking 
will be critical to this process.

  B INTERNAL MANAGEMENT

To manage anything requires an understanding of 
what’s required. That means a need to consider the 
role of planning and what-if scenarios. What would 
be the consequence if four senior executives were 
all together in Kinshasa and were all kidnapped? 
Impact assessments are very helpful indeed.

  C MONITORING AND MEASURING SUCCESS

Some internal outcomes such as the health and 
welfare of travellers can also be reviewed as part of 
the ongoing assessment of the policy. Questions to 
be addressed might include

• Do travellers remain healthy during a trip or is 
there illness during or after a journey?

• Has traveller welfare and safety been addressed in 
your travel policy?

• Do all travellers know what to do in the event of an 
incident?

• Were all travellers who needed it repatriated within 
the acceptable time? 

Traveller reviews are very valuable to hear from 
users what works and what could be done better.

Conclusion
 
Like insurance, an investment of time or 
money in risk management can seem a waste 
of money if it is never used. However, having 
a risk management strategy will inevitably 
minimise the potential for having to need 
the recovery strategy or to put any of the 
contingency plans into action.

No amount of time, money and planning 
can completely remove risk but the cost of 
not having a recovery plan in place can be 
massive.

You may never see the benefit from investing 
in risk management. But you are highly likely 
to see the cost if you don’t.
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